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Abstract

In this short consensus paper, we outline risks from upcoming, advanced Al systems. We examine
large-scale social harms and malicious uses, as well as an irreversible loss of human control over

H = L =i autonomous Al systems. In light of rapid and continuing Al progress, we propose urgent priorities
(01740 HEE 9|3 B OHEl A A T ARS e
Rapid Al progress gramming'. Progress in Al has been swift and, to
= - o = O|& = many, surprising.
(AITXl-) Ol—I-lx—OI-_T'_ EEI&" ol—l g;g T|o|—|- Txl- In 2019, GPT-2 could not reliably count to ten. Only
e | Clo| 9|ad1H o= C: four years later, deep learning systems can write  The pace of progress may surprise us again. Cur-
(AI 7 |-) AI E = —l Tl O o 7 |- :H-'_l'—_ Dl- |—1 software, generate photorealistic scenes on demand, rent deep learning systems still lack important capa-
* RISK _E_ El/l:bll'i/E H—/g_g_% EI-OOF?DI'_I- _<|3_| '6; tﬂl E1 A_l tg advise on intellectual topics, and combine language bilities and we do not know how long it will take to
. and image processing to steer robots. As Al devel- develop them. However, companies are engaged in
(AI x_l'll cé!) AI IA_I' %‘I 0‘" I:H 6.;" ?:IF% E L.l ‘I %)l x_l'll Cé! 2" EI=|'I opers scale these systems, unforeseen abilities and  a race to create generalist Al systems that match or
(AI = x-") AH E o ol S O-” I:H "'I-I = 7|- - H |’ > x - behaviors emerge spontaneously without explicit pro- exceed human abilities in most cognitive work™.
o (o)
S = T o T/ TH| L~

*AlATFA0E VMY =240 22 =X 28

Managing Al risks in an Exa of Rapid Progress. *equal contribution page 1af 7

https://managing-ai-risks.com/
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* +=8(Amendment): HE, M43 Al  ‘EZY L3}
- Register General-Purpose, Generative Al models in an EU database P {1192
- Assess and mitigate the risks their models entail p (S L7H

+ Disclose that the content was generated by Al B (Disclaimer)

- Design the model to prevent it from generating illegal content B {Tool}
= Publish summaries of copyrighted data used for training p {(ME#)

Use of generative Al on secial media plafforms
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Drew Harwell

cheating? We talked
painters, art critics an
immediate story: Peo
wapo.st/3efNWuj
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Jason Allen
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Théatre D'opéra Spatial
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HIOlEZE Tm|2t AL|0|Hd(Théatre D'opera Spatial)

OtE|AE Midjourney , Jason M. Allen?| ZEZE AtE

He 20224
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* “Do Language Models Plagiarize?"0| S8 w%/PSU (2023.4)

» GPT-2d48 212 42| 2 vs I5HI0|E|Z AFEE 8002t H EM
~ ZGPTS| =h5HI0IES| 2 - 570 7|7HHI0|1E

WIWW 20, May 1-5, 2023, Austin, TX, USA

Loo ot al

Tape | Mavhine-Writien Text
*** i the second ameadmest columnist for Breithan news and host of

Verbutum bullcts with *%*, o Heeilban news podcas. Aaihar: GPT-2)
Candicascular disgase, diabooes md hyperiension signilicanily mcreased
the risk of severe COVID. 19, and condovisoulsr disease increxssd the risk

Farapirass ol muantaliy. (Author: Cand IGPT)

A sywiem for auomatically creating s pleeality of electronk dacunmeals
Esand on wae bebarior comprising: il wherrin dhe system allows 2
user i chinse an sivertisensent sekecied by the user fior insluion in o lewst
onz of the phiraliy of eleomonic S unss, he o Tuithier being enabled
o assoion b moms with for the advertisemant

selected by the user based o least o pan os bebovior of the user's
msncisied sdverinemen e s prosading the avocisied sbvertiemest
e in the user, EAetlars Pairm i FT )

Temining Teat
** i the ssoond amendmen columaist for Brewban news and hoss of
Bullts wilh **%, a Becilhan news jodeas|.

For examgde. ihe presence of cardimasoular disease s associsied widh an
icpeised sk of deat from COVID- 1% | 14]  diabetes mellins.
yppertension, and bty an: meucisled with a prealer sisk ol severe
s | 5] 16 [17][13)

The: mswthvoed of closs 1. fardier comprising: moalioing e intescon of
the viewing user with the al least smc ol the plurality of ness ilema; and
wiilizing the inezaction in srlec advweriising for display o ihe viewing vser.

Table 1: Examples of three types of plagiarism identified in the texis written by GPT-2 and its training sel {more examples ave shown in
Appendix). Duplicated texts are highlighted in yellow, and words/phrases that contain similar meaning with minimal test averlaps are
highlighted in srange. |...| indicates the texts omitted for brevity, Personully identifinble information (PIL was mosked as *=%,
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“ChatGPT, Auto- Regresswe Generative Models Suck!”
- = “P(correct) = (1 -e)"n" (&, n2 EE )
"HZAH0|H2 MGPT7t 335 AGIZ} OlL2k: #HE”
= World Model HIA| (HX] 448 = Al)
o HZAIHO|Y SEF FE OIS AI=E
= 2 Fact ZMZEANS 29 A0 ZEH(Bard, Bing Chat)
= InstructGPT, RLHFY X|&X 11=2HChatGPT)
= A £2(Common Sense Reasoning)#2] Zg (QIX|25) -
» Global Ontology2h= CH X|A|#|0]A(KB) +5 R
[0fl] Douglas Lenat(1950-2023)2] “Cyc” - 24 million
o IRRISY(Finetuning)dll 2|3t 2&(fluctuation) 344
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ethic : "A set of moral principles, especially ones relating to or affirming
a specified group field, or form of conduct”
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SR
Right to Privacy, and Data Protection
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32. Privacy, a right essential to the protection of human dignity, human autonomy and human agency, must be respected, protected and promoted
throughout the life cycle of Al systems.
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It is important that data for Al systems be collected, used, shared, archived and deleted in ways that are consistent with international law and in line with
the values and principles set forth in this Recommendation, while respecting relevant national, regional and international legal frameworks.
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33. Adequate data protection frameworks and governance mechanisms should be established in a multi-stakeholder approach at the national or
international level, protected by judicial systems, and ensured throughout the life cycle of Al systems.
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Data protection frameworks and any related mechanisms should take reference from international data protection principles and standards concerning
the collection, use and disclosure of personal data and exercise of their rights by data subjects while ensuring a legitimate aim and a valid legal basis for
the processing of personal data, including informed consent.
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34. Algorithmic systems require adequate privacy impact assessments, which also include societal and ethical considerations of their use and an
innovative use of the privacy by design approach.
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Al actors need to ensure that they are accountable for the design and implementation of Al systems in such a way as to ensure that personal information
is protected throughout the life cycle of the Al system.
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Transparency and explainability
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37. The transparency and explainability of Al systems are often essential preconditions to ensure the respect, protection and promotion of human rights,
fundamental freedoms and ethical principles.
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Transparency is necessary for relevant national and international liability regimes to work effectively.
S22 U = HA MY HAM7 20N o 2 2S5t H|of 20|t

A lack of transparency could also undermine the possibility of effectively challenging decisions based on outcomes produced by Al systems and may
thereby infringe the right to a fair trial and effective remedy, and limits the areas in which these systems can be legally used.
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38. While efforts need to be made to increase transparency and explainability of Al systems, including those with extra-territorial impact, throughout their
life cycle to support democratic governance, the level of transparency and explainability should always be appropriate to the context and impact, as there

may be a need to balance between transparency and explainability and other principles such as privacy, safety and security.
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Transparency and explainability
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People should be fully informed when a decision is informed by or is made on the basis of Al algorithms, including when it
affects their safety or human rights, and in those circumstances should have the opportunity to request
explanatoryinformation from the relevant Al actor or public sector institutions.
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In addition, individuals should be able to access the reasons for a decision affecting their rights and freedoms, and have the
option of making submissions to a designated staff member of the private sector company or public sector institution able
to review and correct the decision.
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Al actors should inform users when a product or service is provided directly or with the assistance of Al systems in a proper
and timely manner.

eIEAs A2 FM= MZOILt ME[A7F AZ¥Hoz E= O
SHA A SB35 OF StCt.

OH

s A2 ExE Sof MsE W AEX0|A OfF A7 HZE



FPRI

Responsibility and accountability
XHOl Ol xHD&
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42. Al actors and Member States should respect, protect and promote humanrights and fundamental freedoms, and should
also promote the protection of the environment and ecosystems, assuming their respective ethical and legal responsibility, in
accordance with national and international law, in particular Member States’ human rights obligations, and ethical guidance
throughout the Iifecycle of Al systems, including with respect to Al actors within their effective territory and control.
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The ethlcal respon5|b|I|ty and I|ab|I|ty for the decisions and actions based in any way on an Al system should always
ultimately be attributable to Al actors corresponding to their role in the life cycle of the Al system.
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43. Appropriate oversight, impact assessment, audit and due diligence mechanisms, including whistle-blowers’ protection,
should be developed to ensure accountability for Al systems and their impact throughout their life cycle.
43. 215X AlAEDF 0|9 =8 7| H HF0o|M 2 S| Ciet MAS EESH7| fIsiM= MEA B2 S H|RSt0o] HES
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Both technical and institutional designs should ensure auditability and traceability of (the working of) Al systems in
particular to address any conflicts with humanrights norms and standards and threats to environmental and ecosystem
well-bein
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