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PE File Analysis -

Machine Learning for i
"’q&, Malware Analysis

/ Andrew Davis
;\ — Data Scientist —

C_ Y L. NN C =

S DTSN 10 M M R St ALt T
w2191 o o

. U et il

2222541 PE hoader
y - - optional header
Portable i g IJ;;MW .-
Executable ZEEEE .,M.!..‘ﬁ?,gf.fm iz s’és&,ns‘&,,; =
(PE) Format | simpleexe| = = — -
‘ : ;sec}ionus i £Od8, wu sai v

4 i‘rhports |

U LT ok betwean the executatile and (Windows) libearies

used by the code




PE File Analysis -

Feature Engineering - Static Analysis

-  What kinds of features can we extract for PE files?

- Objective: extract features from the EXE without executing anything
- PE-Specific features

- Information about the structure of the PE file
- Strings

- Print off all human-readable strings from the binary

* Entropy features Unpacking

- Extract information about the predictability of byte sequences
- Compressed/encrypted data is high entropy

* Disassembly features Disassembly

- Get an idea of what kind of code the sample will execute
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https://www.sans.org/reading-room/whitepapers/forensics/detecting-malware-sandbox-eva
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ntiVM - Dynamic Analysis

SANS Institute
InfoSec Reading Room

This paper is from the SANS Institute Reading Room site. Reposting is not permitted without express written permission.

Detecting Malware and Sandbox Evasion Techniques

Author: Dilshan Keragala, dkeragala@att.net
Advisor: Chris Walker, C|CISO, CISSP, GSEC, GCUX, GCWN, GWEB

Accepted: January 16, 2016

Qemu, CWSandbox, Anubis, VMWare Fusion, VMWare Workstation and Virtual Box, Zen
vmusrvc.exe, vboxtray.exe, vmtoolsd.exe, df5serv.exe, and vboxservice.exe

Once the malware detects a single core, it stops executing.

Unpacking malware before analysis

malware communicates with remote servers on a network such as a download and C&C servers

Malware Sandbox analysis has three important properties: observability, containment, and efficiency



https://www.exploit-

Singh, Sudeep. (2015). Breaking the sandbox. Exploit-db.Com. Retrieved from
https:/fwww.exploit-db.com/docs/34591.pdf

Anti VM techniques
Process Names vmusrvc.exe, vboxtray.exe, vmtoolsd.exe, df5serv.exe, vboxservice.exe and so on

Registry Artifacts HKEY_LOCAL MACHINE\SYSTEM\ControlSet001\Services\Disk\Enum
Module Names

#include <windows.h>

Backdoor Detection $include <stdio.h>
#include <TlHelp3Z.h>

Long Opcode Instructions o
/.

Nu".Iher Df Cores Author: Sudeep Singh

Data structures o/

Device Information int main(int arge, char *%*argv)
{

File System Artifacts HANDLE psnap;

MNetwork Adapter MAC Address HMODULE hModule;

s i‘tl I st ti MODULEENTRY3Z me;
ensitive Instructions me.dwSize = sizeof (MODULEENTRY32) ;
psnap = CreateToolhelp3ZSnapshot (TH32CS SHNAFMODULE, O);

if({IModule3Z2First (psnap, &me))
{

printf{"There was an error in retrieving the module informationin"):;
exit (0);
}
while (Module3Z2Next (psnap, &ma))
{
if{strcmp{me.zszModule, "kerneliZ. dll") I= 0)
{
if (strcmp(me.szModule, "ntdll._ dili™) 1= 0)
{

hModule = GetModuleHandle (me.szModule) ;
if(FreelLibrary(hModule) != 0)
{
printf{"successfully unloaded injected module, %s\n",
me . szModule) ;

https://qgist.github.com/c0d3inj3cT/c . ]
68a203c2c1224df55b3. ’

return



http://www.crestandiisp.com/wp-content/uploads/2

SandGrox: Detecting and bypassing sandbu.wa
PwC Threat and Vulnerability Management " aprta

« Virtualisation (VMs, isolated, & micro-virtualisation) * 111 functions
« Sleep: 8

 Memory: 5

AV emulators

« Hardware-based
 Hardware: 14

« Assembly: 33

« Environment: 23
* Filesystem: 12

» Network: 10

* Bypasses: 6

* Browser-based
* etc

 Pafish

» BlackHat ‘13: The Sandbox Roulette

» BlackHat ‘14: One Packer to Rule Them All
» BlackHat ‘16: AVLeak

* VMBuster

» InviZzzible

» EvilBunny (and lots of others!)

« ..etc

é/ \//

0\02)



MAL

updated

Packer - Top 11 + Unknown/None

[ASProtectV2XDLLAlexeySolodovnikov] ® 1.17%
[ASPackv212AlexeySolodovnikov] ® 1.18%
[PECompactv2xx] m 1.23%

[METexecutableMicrosoft] = 1.47%

[UPXProtectorv10x2] = 1.99%

[ArmadillovxonwZx] = 2 36%
[UPX20030xXMarkusOberhumerLaszloMolnarJohnReiser] = 3 38%
[UPX290LZMAMarkusOberhumerLaszloMolnarJohnReiser] mmm 4 05%

2012 results

[Armadillov171]

[UPXv20MarkusLaszloReiser]
[UPXWV200V280MarkusOberhumerLaszloMolnarJohnReiser]

Others

MaskPEV20yrkzero

WiselnstallerStub

ASProtect
ProtectSharewareV1leCompservCMS
ASPack
BobSoftMiniDelphiBoBBobSoft
PECompact

Armadillo

UPX

unknown,/none

Top 10 Packers

IR
0.2
0.5
| 030
I os1
1108
1112
Ml 236
¥y
N 15,12

Unknown/Mone

m—— 5.42%
7 81%

P 11.39%

2014 results

62.47%

(HEZT ATYHE| : 212 40% 0|4 AHAC ZM3} Beig

=



SIDT

5GDT

VPC Invalid Opcode

STR

SLDT

Anti-VM

0,06%

0,06%

I 2,14%

2012 results

SGDT | 0.00%
SIDT | 0.00%

VPC Invalid Opcode I 1.14%

STR - 10.64%
SLDT - 22.20%

2014 results
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Time-lock puzzles and timed-release Crypto

Ronald L. Rivest®, Adi Shamir™, and David A, Wagner™®
Bevised March 10, 1996

“MIT Labararory for Computer Seienee
5 Technology Square, Cambridge, has., (2150

“Weizmann Institute of Science
Apphied Mathematics Depastment
Hehovot. larasl

=(Camputer Science Department
.. R
Rerkeley, California S4730

[riwest,ghamir}®thecry. les. mit. eda, dawldcs, barkaley.eds

1 Introduction

{(hir mativatson is the notion of “timed-release cryplo.” where the goal 18 1o encrypt a message
so Lhat it can not be decrypted by anyone, not even the sender, untal a pre-determined amaunt
of time has passed. The goal 18 to “send information into the future” This problem was
firat discussed by Timoathy May [6].

What are the applications of “timed-release crypto”™! Here are a few possibilities [some
dise tar May ):

# A hidder in an anction wants to seal his bid so that it can only be apened after the
bidding period is closed.

# A homeowner wants to give his holder a series of eacrypted mortgage pay-
ments. These might be encrypied digital cash with dilfesent decryption dates, so that

one payment becomes decryptable (and thus nsable by the bank] at the beginming af

each sucoessive month,

# An individual wanta to encrypt bis diaries so that they are only decryptable after fifty
ymars,

(2008 Satoshi Nakamoto)

X Al

Moty =31 (96)

# A keyv—wrow scheme can be based oo fimed-redease cryplo, so thatl the government
can gel the mesage beyvs, ol only afler a fised pemiod (say one vear).

There ame presamably many olber applralions.

There are two naluml approaches o implenening tEnod-refense cryplo:

# s “limeork purzles” wompuilalional problms thal ran nol be sobred withoot ron-
ming a v onpuier conlinnoash for al kast a cervlam amoont of tEne.

# Use trosied agenis who promEe nol fo reveal cerlain information olila spevified date.

Using tmsted agenis has the ohvious problem of ensaring that the agents are imsinori by ;
sevrelsharing approackes can be nsed (o allendate this concem . Using, limedock pozeles bas
the problemn that the CPU dime rovpired fo solbvwe o pmoblean can depend oo he amoant
and palume of lhe bardvane e Lo solve the problemn, as well as the pamBelzabilily of Lhe
compulatiomal problen being solved,

In ibk® nole we explore bolh approaches,  |[We nole thatl Ten May has suggesiod an
approach bassd on the use of insisd agenis. |

2 Time-lock puzzles

We fiml esplore an approack based oo compuiatonal complexily: we study ihe problem of
eronling commpuiational paxeles, callesd “lime-lodk paxeles " tbal roypaine o provise amouni
of tane Lo solve, The whilion 1o the puxxle eveals a ey Lhal can be assd o decrypl Lhe
encrypled inbmnation, This approach has fhe obvioas poblen of ryog o make “CPU
Lime” and “real lEne” agree as closdy as possble, bal is nopelbelss inloresiing,

The major diffically to be overcome, as noled above, & thal thos wilh mome conpa-
tational resoumes might be able io sbre the tmedock purele more qickly, by osing hge
pamled ramputers, Br example. Cor gol is thos o design lnedoek poeeles that, o the
gronlest exieml possible, are Cinstrinscally segqueni@ml” i patene, and can nol be sobeed
subslanimBy faster nilh large mvestmenis m bardware. In pariculr, we wanl oor paoockes
to have the properly ihal polling compoters o work logelbher @ paralled doess’l spesd ap
finding the soluion. |Sovimg the pozzle sioold be lke baving a baby: iwo women can't
Bave a baky @ 40 monibs, | Wepropose an approach Lo bu@ding poocks thal appears o be
inlrxically squential m the desired manner.

O coume, our approach yedds puxsles wilh a solulion f@ne that is ooly approsmelely
conirdible, sme e different computers work atl diffevent speeds. For example, the undedyng
levhnology may be different: galfom arsnide gales are bster than slicon gates, If precse
timingof the nformation refemse & esseniil, an approack based on the nse ol imsted agenis
is profembie.

Wi alss mole thatl with our approachk, the paxs e does ' anloma tically berome sobrable
ala givem lime; miber, a compuier nesds nork conlmoomsly oo Lthe paxoke apld i is solved,
A lem=year puzxle neads sone dedeaisd worfksiaton working away br lem yam o obe
it. If the compuling doesm 'l slarl uniil five yeams afler the pusxle was made, lhem the

https://people.csail.mit.edu/rivest/pubs/RSW96.pdf
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PE Extract (to XML, PEStudioX)

File Edit View MNavigate Code Refactor Run Tools VCS Window Help

8 201711 _callenge_cisc_or ke B code s pe_extract pestudio.py ! pe_extract pestudio~| B, % W Q
v © = | % 1| fpe exiract pestudiopy
v I 201711 _callenge cisc_or_kr inport o5
> 1 impart . subprocess i
> 2
> M3 Path_PESTUDIO = ™ kool st i i
oL R <
¥ BN code n

# pe_extract_pestudio.py

BN papers_anti_sandbox
BN papers_pe machine leaming return_code = qubprocess.cal I('dir”, =True)
N papers_windows_pe

B tools fileligt = os. listdir(Path_[KPUT)

i 03828010cb0334f1514aacb05 42584 vir file_cout = 0

i challenge cisc_privacy_201711.pdf

i privacy hwp

& 72 - HEEs RaD HOJE 2EX uf

i M Microsoft PowerPoint Z2{ HE|0]4 pptx

for % in filelist:
file_count = file_count + |
it % endsyith( )

tryi
P Il Betemal Libraries print( +str(file_count )+ + %)
conmand = Path_PESTUDID+ PR INPUT+ "+ +Path_OUTRUT+ 4"+ rep lace( L
print_(comiand) i
return_code = subprocess, cal | {comand, =True) |
guoant:
pass

found (84): 49bf09214ee2633be0944bt b33a2f 36, vir
. Wtool sttpestudiofpestudiofpest udion exe -fi e, H4H0_KISA_CISC2017_Intel | igent_Ma #400f 0921 4ee63abe30944bt 63352 36 wir —wml . W44H1_PE_PESTUDIDM49bf 0921 dee263abed094dbl ba3a2f 36, knl
_ found (85} 4d3d5c9bbcTB6IRE2e0595d7f 14hdf ¢ vir
s . Mool sttpestudiofpestudiofipest udion, exe -fi e, H4W0_KISA_CISC2017_Intel | igent_Ma #4d345eIbbePARO5602R 09347 145df c.vir —wml : W4H1_PE_PESTUDI DM d345c0bbe PEEARE2 05930 145df . knl
found (86): ddbBeaz9den6a921 elladd! b3cbbRedd. vir
. WtoolsHpestudi dlpestud i ofpest udi o exe i le:, H440_KIS4_CISC2017_Inte 1 igent _Ma #ddbBea29deD68921 e0add] 4b3chbBedd. vir —sml . $4H1_PE_PESTUDI OH4dbBes 2308565321 elladd] db3ctbbeds, xnl
found (87): debdShG785aR9ba6] deahbh9e23b189 vir
. WtoolsHpestudi clpestud i otfpest udi o exe i le:, H40_KIS4_CISC2017_Intel 1 igent Ma $debab56785a590461 deetBb?aez3b 89, vir —sml . $4H1_PE_PESTUDI (H4ebd5oE 785355061 deelbb P 3e230 189, kil
found (88): deeldf bhdEf bodd762d97ad952eEThd vir
. Mool stfpestudiofpestudiofipest udiox, exe -fi e, H4W0_KISA_CISC2017_Intel | igent_Ma #deeldf bhB4E! bdddP62d3Pa 496266 Tbd. vir —wml :. W4 1_PE_PESTUDI DMdeeOdf bbGRS hddd 762d5 74 9526670d k|
found (89): B1265d5T0d a8 elea 3800934840 160 vir
.+ Wtool sttpestudicfipestudiofipest udion exe -fi e, HAWO_KISA_CISC2017_Intel | igent_Ma I #51265d57bd ek e leardBoi0ad0dc e, vir —wml . WeH1_PE_PESTUDIHA12550570d a0 PeleaedBhaaadadc ed, snl
found (90): 5120835871659 0ded3430f ab243cada . vir
. Mool sttpestudiofpestudiofipest udiox exe -fi et . H4H0_KISA_CISC2017_Intel | igent_Ma I #5120350671 6594 0ded435f ab243cada. vir —wml . W41_PE_PESTUDI 1289687 16594 0dedad a5 ab2ddoada. nl
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PE Extract (to XML, PEStudioX)

< C | @ fileyf/zZ:/Study/2017_Contest/201711_callenge_cisc_or_kr/tools/pestudio/pestudio/out.xml

This XML file does not appear to have any style information associated with it. The document tree is shown below.

vil-——

pestudio 5,69 - Malware [nitial dssessment — www.winitor.con

-

v<inage nane="pestudiox, exe’ >

¥ SOVEFYI BN

<file-descriptionMalware Initial Assessment - www.winitor,com</file-descript ion:
<file~version8, 69, 0, 0</file—~version>

<ereated»00:00:0000 - 00:00:00</creat ed>

<cpu»3e</cpuz

<5 zex6TE0</ 5] ze>
<typesaecutabl e/t ype
<subsysten=Consal e</subsyst en
<gignaturesMicrosoft Yisual C++ B</signatures
<entropy>—</ent ropy>
< 5=CA B0R4BDEE 340591 78R CAMGEF 4TERAF < nd =

<shal xCEIE9ERCATEAFE 1 98T EHES 3 T2 BEE e Dk /s ha 1 =
<imphash>J0FFCTFE23651 1 66 16ECESETAFSEB4E3</ inphashz

<foveryiews

vindicators count="11"»

<indicator
<indicator
<indicator
<indicator
<indicator
vindicator
The file

severity="2">The
severity="g"The
severity="0">The
severity="9">The
severity="3">The
severity="0"»

opts for dddress

<findicator>

<indicator
<indicator
<indicator
<indicator
v<indicator
The file

</indicators:

severity="5">The
severity="T">The
severity="9">The
severity="3">The
severity="H"»

file installs an Biception Handler</indicator:

file iz scored (0/88) by virustotal</indicators

file sianature is 'Microsoft Yisual C++ 8'</indicators
file references (96) whitelist strings</indicators

file opts for Data Beecution Prevention (DEF)</indicators

Space Layout Randomization (ASLR)

file opts for cookies on the stack (GS)</indicators
file does not contain a digital Certificates/indicator>
file isnores Code Intearity</indicators

file references (70 rtti string(s)</indicator=

ig statically linked to the C Funtime Library
<findicatar:

<yirustotal=</virustotal >

v <dos-stub

<gize* BB /gl ze
<nd 50 BI2480EEACE T ET82CALREF ATEBAF </ nd 5>
<entropy>5, P9 ent ropy >

</dog-stubs

<dns-header=disah led</dosheader

v<zect ions count="5">
v<zect ionx
<nane:, text < nane
oyirtualSize=d3887<virtual 5ize>
Wi rtualhdd ress=0x00000 000 i rtual dddress>
<5i ze0f FawDat a=44032</5 i ze0fRawlata>
<PointerToRawletax0:00000400/Point er ToRawDat 2>
<PninterToRel ocat jons>0x00000000</Paint er TaPe locations>
<FninterTol inenunbe rs=0x<00000000</Faint er ToLi nenumber s
<hunber0f Fe locat | ons=00000</Nunber Of Fe locat i ons>
<NumberQfLi nenumnber s»0:0000</Hunber 0f Li nenunber s=
<md 5 SFCTADS0N CTAB0SF 448346036841 Ak BE</ md 5=
<entropy=6, 592</ant ropy >
<initialized-datax0</initialized-datax
zuninitialized-datax0</uninit ialized-dataz
zdiscardablex0</discardable=
<rannot BeCached=0</cannot BeCached»
<cannot BePaged=0</cannotBePaged=
<shareable>0</zhareablex>
<gxecutahlexl </executab e
<readab le>! </readab e
<writahlexd</writable=
<fsection:
v<section:
<name>, rdat a</nane>
wyirtualSizex=11334< v irtual Size>
<M rtualAdd ress=0x0000C000</Y i rtual Addresss
<50 ze0f RawDat 211 776</5 i ze0fRawlat az
<PointerToRawData=0=00006000 Paoint er TaPawDat a=
<FointerToRel ocat ions>0x00000000</Pointer ToPe locations>
<FointerTolinenunbe re>0x00000000</Pointer ToLi nenunbers>
<Mumber0fFe locat | ons>0x0000</Hunber Of e locat i ons=
<HumberOf Li nenunber s=00000</Nunber Of Li nenumber s>
md 5B 741411 A4 CB 01 2B7E6 4334 2BEECEDO /md 5=
<entropy=h, 08% /ent ropy >
<initialized-data>l</initialized-datax
<uninitialized-datax0</uninit ialized-datax
<discardabl ex0</d iscardab e
<cannot BeCached>0</cannot BeCached:
<cannot BePaged:=0/cannotBePaged:=
<shareable>=0</shareahle>
<gwecutablex</executablex
<readsb le>1</readsb >
wyritablex0</writables
<fsection:



PE Extract (to XML, PEStudioX)

| O] E{ Al (KISA-CISC2017-Intelligent-Mal) 2957l 7| =2 A} @ gat sm o] AH Q)

=]
Themida
APEE > CHE Xl Tj7{ 2 &t Qlst
(CHEf HHE2 40%
UPX 47 0| AFQ)
o O,
MPress 10 14 BlackHat &)
| 83(28%)
E| e A Debugger 42
ANTI VM vbox 4 VBoxSv
RegOpenKey 90
HX|AE2|
RegCloseKey 94
Oh A H Azt 8 (00:00:0000)
7| Ef
51 Empty

file-description

* A3l CPU i7, GPU980*2, Windows10, Ubuntu16

E |_O,






Q Competitions

Datasets

Kernels Discussion Jobs ﬂ

jason, min

cined 3 E4rs ag 3L 52en 1N the past da
3 competitions entered
Completed Active  Tutorial
= Bike Sharing Demand
3 years ago - Top 1% - Competition Ineligible for Medals
@ 36 entries as a solo competitor

3 competitions entered

Completed Active Tutorial

Caterpillar Tube Pricing

1 entries as a solo competitor

Homesite Quote Conversion
Homesite 2 years ago - Top 39%
4 entries as a solo competitor

Competitions
Contributor

Sortby Best Results -

AdaBoosting, Decision Tree, NN Hybrid

23rd

of

3251

Sart by Best Results -

500+

of 1323

677"
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HES

A
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2

: TF-IDF, Word2Vec(Code2Vec), K-Fold, K-Means, Vector Distance ™
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PE Extract for Features

(&)

Anti-Debugging
Techniques to compromise debuggers and/or the debugging process
"debugger”

Anti-Disassembly
Techniques to compromise disassemblers and/or the disassembling process - packing

Obfuscation
Techniques to make the signatures creation more difficult and the disassembled code harder to be analyzed by a
professional

Anti-VM
Techniques to detect and/or compromise virtual machines
“VM, vmware, vbox, virtual”

Malicious Technique
A characteristic we look for in the scope of this research.
Not necessarily all  software using such technique is malicious

“wireshark”, Hook Imports suspicious APIs

RegCloseKey RegOpenKeyW RegOpenKeyExW CreateToolhelp32Snapshot Process32NextW LoadLibraryW
GetModuleFileNameW CreateFileW IsDebuggerPresent Process32FirstW connect (Ordinal #4) socket (Ordinal #23) send (Ordinal #19)






Code2Vector - H|Qt

]

=

[ -

I

|

295712 4 HIACENM HN, 5N HEE 25t 2 44 59 HEFE
2007l TF-IDF WHE{E 7|8to 2 ottt FAIEE Word2Vec HHO =

EE 2Ro

ro

e e e
(Qut HAESME S8 OIX AZS 3K &, ¥ GMICO Cf3 HEE (jAoz A 7H
|

U AF, 2 rME ’g@.PE’SEWI CHoi M 27 =)

E 201 or_kr - [Z:#Studyw201 ontest#20 1_callenge_cisc_or_kr] - _#code#make_analysis_data_PY3 py - PyCharm Community Edition 2017.2.3

E A B C
1 |NO FILENAME Cluster
2 1 c2589f6f42f8e08b26adccb51bd08e87 xml
3 2 5d8ba3980cd9c87f4e49da1319bbbccxml
4 3 eclccde369f0bbd3aeb3dfcaa705a2db.xml
5 4 T1eb05afa48d6990c4b73cc13542b874.xml
6 5 a30cac477e5c3281f537bdaad5b0cd64.xml

D 7 6 Seaed1f4be1b3b55281de29f3d%a180cxml

8 7 f0a221fa93d60b90858641a9e8aa96b3.xml
9 8 90beb8c82b6322b7a7346fd01c149c0a.xml
10 9 a70ac9d6715304311aa4613dd22b6ffaxml
11 10 14d66e18d8611995cb01b805726b5e63.xml
12 11 e502c522fd6999cfcd9bad8idefactal xml
13 12 73ce47c821c4515e981chbfddchf37202.xml
14 13 b47d7947dc039e9¢39974ab1b8d3b3b5.xml
15 14 6b81d6aedc4ad7ffOb4c0f7cdof1f7aexml
16 15 372ed0713e541f9e3271a7807cc3f005.xml
17 16 786e0234076abf8a1908d6505fd776c4.xml
18 17 5dch6feabeabl52ec7eld673e00dfbfd.xml
19 18 4eeldfbb646fbd44762d97a4952e67bd.xml
20 19 48afe8490ddfcc9e37dd4f357cclace1.xml
21 20 baba5c9ddb53eae2af28723340acd7al.xml
22 21 1573ffadefb5b904e5f793b4904515e3.xml
23 22 9f332f002a7a7fd057d4a1cbbf780a01.xml
24 23 b5bbc0d792a1fb2f4c1fd1b6003b6db3.xml
25 24 a2ccbfb2f64bb0ab0a8b8a93744dcead.xml

26 25 622c8908adb320d1828a697c48bab4f5.xml
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SSE

lel3

1.4 1

1.2 1

1.0 1

0.8 1

0.6

0.4 4

0.2 1

0.0

Z| ™2t 5~10 (we used 8)

Cluster Number




:
pe_extract_pestudio.py virl; 2 (3007H) Ol M PE == (2957}, XML Zoil)

. PE =& XML(2957H)0l A CVSE X ZH2007H, K&
make_analysis_daya_PY3.py 2 © M)
o T —
NLP_script_ko-Word2Vec FEE JEE 7|82 2 Word2Vec €1 E|EL 2 (=8
(K-Fold).py AyIC 2R -

Type A : a8c62fc19cbfaa3f1075f4ca5f7ac7b6 s 4174
Type B : 1573ffadefb5b904e5f793b4904515e3 & 1971
Type C : c2589f6f42f8e08b26adccb51bd08e87 & 1774
Type D : 2c6ade9e8752637add9b85bb0df89b7b & 4174
Type E : 5dc56feabcab6052ec7e0d673e90dfbfd & 2174
Type F : e23fd00721f5a745571e4283ccd05ef8 & 4774
Type G : fbf7dfaa30bb99a33caa464d64d107eb 174
Type H : 6b81d6aedc4ad7ffOb4c0f7cd9f1f7ae S 1371

oo

*EaR/IElE MPELEY Ofo] HEAZ|AMCE ZF/ s
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A 2|2t o HIAE]

R CDC

e

ZEREUEY ZFHE SARS(EE 4 =257

SED). TB(EY), £ 0|2 FAHE O E HYHo|

s E e, ol MyEe HoE WAz

2|a4 *292|(isolation)2} ol|H|Z42|(quarantine) 2=

WHE A8t

« HE|= olo] Holl IR ALEfoll CHE
Ex|o|a,

Mol Fleiune
HEE TYE dE MEE YT MEEERH
HHss HE BEcH

Fgdol 8 ARHER 7HE3 CHE MR EE
2557 #&El AA2 HE|E Yste ERT}
Baudc 5o Hal RH4E gt 2R 8o
Zlod 2)Hl st Zol Hale| & 71x| o gluich
HalHE SARSLE TE 22 Eol Hel #3E
CHE BRE2RE He|AlZuch

Ha| =x|E= vt Al m2tok gum?
OFgLch 2H EHE TR0 O AEEEEEH
Eo{xi flojob Bt HAMEE He o|2H HUS
wtakok golch

2HzlE EolE= A Bom?
HE gD 2l Sot 22 E el ®IBE
« W TE

2D 28 BAuM

&

f
. CEozAM

e 2 glauich
. =

HalEl gRts 22l TS [EHUS erEluch
Zests ALl Hal Todol B0iZ £ ALt

HHEIE IR o e

byu|z4e|e HedHol 2! AT HEH AZS
kol Zalx| ot A EESE Hoiss HE
Retch

Pib|Zi2] Z2/= o x| ol
balxie efetelt = Holl
el HiyEs o e
WOl Mg 7Hs Ado|
ki NErE 2Ry i
e

QUARANTINE
AREA

AUTHORIZED
PERSONS ONLY

e o o o o o o e e e e e e e

ofH|22] =zl Bt=A| metok gum?
aFaLc M EHY SRR Musn
TSSO MZIo|e Al CHE A o2 RE
TO{x{ Q/o2tD HAE £ AUguich

ZEE folE oA EUR?

ZlAld w2t cHE3 ol S s]ok Bhuch

« Zol HErd 2L,

CHE M 225 E EHolx] 2in,

« AAZ SHO|LELIER| gRlsD,

» SUO0|LIEFLITE olAtolH A St A2

222t ofd|dElE ARR0| Hol dEle HE
e 87 UaLM?

JFaLct 0l=2olMdE 2003H0 Halet
HH|ZH2IE S A E 0 £2 TYEY
SARSS| HOHE OFE &+ QUSigUICh OlE ExlE
X2 gy WA FE Secto| U FRoT
MBEO HEE RAISIES Z2ELUCH

C ZAH HEE AN
olgfel $HE 2 CDC (Centers for Disease Control)Hl
HElsio] Wol2 T2 WoLlAe.
B00-CDC-INFO (BOD-232-4636)
BE8-232-6348 (TTY)

L]

Ee CiE22 AolEE SESHAAR.
www.bt.cde.govincidod
www.dhs.ca.gov/epo

Calilomia Depariment of Health Services — |solalion and Quaranting — Korean — August 2006



o naE|E A (MHPS)

WhitelList
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File HASH

dgac

White 2|2 E PE File(EXE, DLL ) White List PE, =41 20t 2t 243
Hash &t2| ot MR ”ME

« HWP.exe, iExplorer.exe®| 5t¢| PID Name2
MEHEE 22|5t0 2 QI7HSSHEE (HASHS)
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LD2F LA (FAOYE F%)

0S 7 EAPI
PE MX/=X ZEAM, O
YR FE 3L DEl s
(Python, HEZ(=Z)
e SYNTHY, EATHY 5
White 2|2E / EAE 7} O QETH A2
o|f AAmMAU=Z FEHE HL S| M| Child Proecess Lt O (O] 2R} HEH)
B30 A= 8%
TensorFlow -
Neural Network Tﬁﬁo’g_'EzlE'_"
TrainingResult By/od wt
(2HHY, PC & 2=
dg=h e e e e e e e e e e e 9= ol
Quarantine Area B (0|H|Z2| &< B) 712X 2l 05| A2|BS (Default) =i 2o
S(HIDE? | &
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Rl s OI8 R} BEF TH5(EM) OISR BEF 7H5(24)

0S 71 2API
TZNA, O
A2 3 BUEY 480 wtet Yo HE =2 g 2
LEHE(FZ)

. - =
uarantine Area A (0|H|Z2] 94 A) Hdeg #otst o 4z|dY -

OSOj| 7pAmH Al
ALK =7}
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4-A. 7;||*'6':I 7=IE_|E

GilA| : T HX|AER| 42 Z0oE T QA(Quarantice Area)d|A{ 2
2|5Q ZEHAE BLEHTY o, HX|AEZ §)= HES| EHo| Eatstrt

If pid == QA Li{%& PID :
If WriteFile, WriteRegistr
s Hes o)z Yy

4-B. 4| (kM) of| Ed[o] ¥ 28 Y™ (Pseudo Code)

Ol A : otefet #2 vM BX| 7|=0] 0| 8kl= B¢

void vmx_checking_emulation();

void process_name_checking_emulation();
void class_name_checking_emulation();
void cpuid_checking_emulation();

void cpu_cores_checking_emulation();
void registry_checking_emulation();

void devices_checking_emulation();

void drivers_checking_emulation();




(IDEA2) A|E
=35 Hp|E ESF AR
212 (JIA D) 220 °°ual &

B
Uz
02

4H| 7150] A=
7| cH

—'f-'
<Al mo
fot rE

o

\







od
10

F

" NS

U]
™
%0

ol

.I

I

E

100

[22] “Xls

=8
2
o

=
=Y

| 73 &

M Eo
-1 O —
A

* (TODO B) Part20f|A| A== &

0] VMELX| 7] £0]
ot A E0f Cj

1oF

=R}




O] 02 E B X| EAL X5 7|=70d

o

9I8) =2 B}X]

14 2 4eg|n Qe oLt opkk7tx| Lot

a2 £ EF(Gwynne Shtwell, SpaceX CEQ, COO)

42



AL T

(facebook.com/sangshik, mikado22001@yahoo.co.kr)



